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Instructions for using the annex

This document is an annex template for annexes to the overall IT Security Policy. The annex provides a description of rules and controls that would be appropriate to use in the operational implementation of the IT Security Policy.

The template can be adapted to your company’s needs and goals by adapting or removing texts marked in yellow and green. 

Text marked in yellow gives you several options. Here the one that best suits the company is selected or a text is inserted about what applies here, such as a description of the company’s backup. This text can also be omitted in the final version if irrelevant to the company.

Text marked in green can be used if the company has a higher level of ambition. Otherwise, simply leave it out in the final version. There may also be areas where you have to choose between several alternative formulations. The green texts can be selected/unselected independently of each other.

In some places, text has been inserted in hard brackets [..]. These are indicative explanations that may be omitted in the final version. This also applies to the instructions on this page.

Some of these actions are things that you may already be doing. However, take this as an opportunity to consider actions that you want to/should be doing.

Once the annex has been customised, replace the fictitious company name “Ajax” with the company name using the ‘Find and Replace’ feature in Word.

Use of technical terms
Individual technical terms appear in the text, often in soft brackets (..) with a separate explanatory text. This applies, for example, to the concept of “awareness”. This is to make it easier for, e.g., IT auditors to see that the topic is covered in the text.


Key IT security points
IT security at Ajax is based on these guidelines.

[If you have outsourced all or parts of your IT, the following requirements are placed on the outsourcing partner. See Section 1.7.]

Access control
The starting point for allocating rights and access to systems and information is that everything is locked down and that access is only granted where there is a business need. The day-to-day manager/person responsible for a system or the relevant information decides who should have access to the system and/or information. The responsible IT officer then assigns the rights based on these decisions. 

Creation and termination of users, as well as changes to their rights must be registered in XX. 

Ajax servers and laptops are protected with a password and screen lock, as well as up-to-date antivirus programs and local firewalls.
[This can be from leading manufacturers like Trend Micro, Symantec and others, or be the features that can be enabled in Windows 10. However, there are many possible products.] 

Laptops with company data, including personal data, are also protected with encryption (see Section 1.2). 

Control of passwords is done via policy in Active Directory (AD), and follows Best Practice - minimum 15 characters, combination of upper/lower case letters as well as numbers and special characters, with changes every three months.

Ajax’s other mobile devices (mobile phones and any tablets) are protected with a pin code and the use of encryption of company data, as well as the possibility of deleting (remote-wipe) the devices. 
[The encryption comes as a standard part of the iOS devices (iPhone and iPads) and can typically be activated in other types of devices. Remote wipe and other ways of controlling the devices can be implemented using a Mobile Device Management (MDM) system such as Google and Microsoft offer. In case of greater use or dependence on business information on the mobile devices, this should be implemented. This should be covered by the risk assessment.]

Ajax’s physical premises are secured with an access system and various alarms. The day-to-day manager/person responsible for an area decides who should have access to what. 
[The access system can be via a lock with keys, possibly with different accesses, where you register to whom the keys are handed out. Alternatively, you can use an access card system, possibly one provided by a landlord. Similarly, a burglar alarm can be handled locally or as part of a rental agreement.]

The critical IT equipment is placed in an access-controlled room/machine room, with alarms, where it is protected against supply failure with power backup (UPS) and against environmental damage with a temperature sensor, humidity meter and fire alarm.
[The size of your UPS and choice of sensors/alarms is based on a possible risk assessment of the server room/equipment. Again, the fire alarms can be local or part of your rental agreement.
If you have outsourced your IT, the above requirements are placed on the outsourcing partner.]

In case of major problems, there are plans for the continuation of operations elsewhere, as described in the Ajax IT contingency plan.

Inspections:
The day-to-day manager/person responsible for a system or the relevant information reviews the assigned rights once a year/every six months to check that they are still valid and that there is a business need. Employees’ access to the physical premises is also controlled.


Information and assets
Ajax information is found on IT assets such as computers, servers, tablets, smartphones, USB keys, cloud storage and the like, as well as any CD-ROMs and backup tapes, etc. The Security Policy requires that Ajax information is protected in the event of loss, theft, copying, etc. 

[There are multiple ways to do this, for example, information can be encrypted. This can be done by turning on the “Bitlocker” feature in Windows 10. There are also other methods, but “Bitlocker” is a built-in feature in Windows. 

When encryption is used, it is important to make a backup copy of the encryption key. Instructions can be found in the systems. 

It is possible to apply encryption to all types of media, but in this policy it would be too extensive to describe all the options available.

If “Bitlocker” or another method cannot be used to protect all data, encryption in a packaging/compression system can be used instead, e.g., WinZip.] 

Encryption of the company’s information is supported by a restriction on which persons are given rights to read, correct or delete information. See the section on access control.

Employees of Ajax are generally not allowed to store company-related data in a cloud storage, such as Dropbox, unless this is made available by Ajax, or approved by Ajax management for company use. If there is an urgent need to store company-related data in an unauthorised cloud storage, it is the employee’s responsibility to ensure that the data is encrypted.

Ajax IT assets (software, information or physical equipment) are registered in XX, and any that are critical for Ajax are clearly indicated.

New IT acquisitions must comply with Ajax guidelines, including requirements for protection with antivirus, etc., and also any encryption. If it is a completely new acquisition, such as a new type of computer or a new financial system, an assessment is made as to whether there are changes in the threat picture and whether, in that case, specific requirements must be prepared.
[New IT acquisitions do not cover the purchase of an additional laptop, but rather the purchase and use of new types of equipment. It is worth drawing up a checklist of points to use as a reference when assessing new equipment or new projects. This could be, for example, the classification of the processed data. For example, will personal data be processed? Should access be established externally? And so on. A specific list can be based on a previous contract/list of requirements.]
Documentation
The Ajax IT Security Policy, classification and other guidelines, as well as guides are available on the Ajax intranet/Ajax shared drive. 

The day-to-day person responsible for managing Ajax IT security documents risk assessments, incidents, activities that support the employees’ knowledge of IT security, changes, etc., in a catalogue on the joint drive/intranet, where access is limited to the relevant persons. 
[For reasons of holiday, illness, etc., the relevant people should be at least 2 people, preferably more. Any key people in management and in IT.]

Inspections: 
These documents are maintained by the day-to-day person responsible for Ajax IT security and approved by management.

Reliability
Ajax systems and information are backed up so that they can be recreated after a crash. This is done at appropriate intervals to minimise the amount of data potentially lost. Backup data is stored in a way that ensures that data is not lost by, e.g., physical damage to a server or server room, and that unauthorised persons cannot gain access to confidential or critical data by accessing the backup. 

Logging of activities is switched on in Ajax systems, and where there is personal data, access and attempts to access the individual information are also logged. Logs from systems that have an impact on the IT security level at Ajax are sent to a central log server, where the log files are automatically analysed for potential threats. This applies, for example, to Windows Domain Controller servers, antivirus servers and firewalls.

Windows Server Update Services (WSUS) [or equivalent system] is used on all Windows platforms to manage technical vulnerabilities to prevent these from being exploited in an attack. Critical Windows updates are installed as soon as possible and other Windows updates once per month. Third-party applications are updated continuously. Information about vulnerabilities in third-party applications is collected with Flexera/Qualys/subscription from the supplier. 

Changes follow a process of structured tests of the solutions before commissioning. Commissioning of changes to critical systems takes place as far as possible in planned service windows, to avoid any errors affecting availability.

Ajax maintains separation of functions where possible. As a minimum, it is required (as is the case with payments in the online bank) that another person, e.g., someone from management, participates in connection with approval of major changes and granting of administrator rights.

The operation is further secured by the Internet connection and all servers being duplicated (redundant), with mirrored (Raid-based) disks, agreements with delivery time guarantees (Service Level Agreement) on the supply of spare parts, and an encrypted copy of the backup stored externally.

The 24/7 availability of Ajax systems also covers the staffing, so that knowledge is duplicated and critical functions are available around the clock.

Inspections:
Quarterly/half-yearly exercises test whether a given backup can be recreated on a similar system and that the functionality is then as expected.

Classification
[The job of deciding who is allowed to access what and how information is to be processed can be facilitated and streamlined by introducing a classification system, describing in brief what you are allowed to do with said information.]

Ajax uses the following information classifications:

Public - can be seen/accessed by everyone. 
                 [Could be, e.g., data sheets or material on your website]

Confidential – can be seen/accessed by everyone at Ajax and by specific customers/partners. 
                 [Could be quotes, agreements and other correspondence]

Internal - can be seen/accessed by everyone at Ajax, but no one outside

Sensitive - may only be seen/accessed by a small group with a specific business purpose. 
                 [Could be collected and processed personal data, employment contracts,
                 unpublished financial figures or board documents.]

Information classified as other than Public must be marked with its relevant classification on paper, in emails, as part of the information about the sender, and on the front of documents, whether these are in paper or electronic format.
Information classified as Sensitive must not be sent via unencrypted emails or over unencrypted connections.
Communication security
Ajax’s internal network is protected with a firewall that regulates and logs the traffic between Ajax’s internal network and Ajax’s telecommunications/internet provider (Internet Service Provider, ISP) (the Internet), so that only permitted traffic passes through. Furthermore, the firewall is set up with a separate network (DMZ) with access from the Internet to specific services and with very limited access to Ajax’s internal network. The DMZ contains the Ajax web server and other external services.

The Ajax internal network is divided into two networks, a server network and a client network, between which the firewall controls the traffic. Firewall rules are, as far as possible, configured according to PCI compliance, which means that only the necessary services are opened and only between relevant network segments, and that rules are defined for both incoming and outgoing network traffic.
[There are several different types of firewalls and you can easily further segment the network into security zones. For example, server and client networks can be divided into production and administration networks. You can also have a network for remote access from mobile devices or from suppliers. You can also find several locations, e.g., a head office with a factory or a sales office elsewhere in the country. 
Equally, the firewall, or a dedicated network device, can also be easily expanded to inspect the content of the network traffic, and be scanned for known or potential unknown threats. This could, if necessary, be combined with a number of other tools, e.g., for handling encrypted traffic (SSL inspection) or testing code (sandboxing). In addition, information such as logs can be sent to other systems, such as a log management tool (log management) or a log analysis and alerting system (Security Information & Event Management, SIEM) in order to detect suspicious network traffic. However, it is beyond the scope of this policy to provide guidance on this.]

The users’ web access to the internet is scanned in a cloud/proxy solution to ensure that no insecure [or inappropriate] websites are accessed. Access to insecure websites is blocked and downloaded files are scanned for viruses and other malware.

All incoming emails received in the Ajax mail system are scanned for unsafe links to external websites and for potential phishing emails. Additionally, attachments are scanned for viruses and other malware.
[It is possible to investigate whether the chosen solutions within communication security can be used to add/purchase scanning for unknown threats (sandboxing) in the network. A sandbox solution can increase IT security by stopping or alerting threats that exploit previously unknown vulnerabilities (day-0 vulnerabilities) or that have come in a new version. This minimises the risk of the company being affected by new types of viruses.]

All external access to Ajax networks and systems is via encrypted (VPN) connections. The Ajax website and web services use https encryption based on Transport Layer Security (TLS), just as the mail server also handles TLS.

Access to other servers/services and Ajax’s internal network is via client encryption protected by 2-factor authentication. 
[Different tools can be used here, such as Check Point VPN, Cisco Anyconnect, Citrix or other Secure Sockets Layer (SSL) VPN solutions. The 2-factor authentication can be based on, for example, an SMS code or key card.] 

Transfer of, or access to, Ajax information to/from external partners or authorities may only take place in agreement with these, based on the confidentiality/classification of the information, including any use of encryption .

Computers and mobile devices that connect to the company’s networks and systems remotely must comply with the company’s guidelines. This is only allowed for company equipment/ employees’ own computers and mobile devices (Bring Your Own Device, BYOD). 
Supplier management and outsourcing
Suppliers, as company name, responsible for the operation of Ajax systems and networks/following services.... (outsourcing), must comply with Ajax requirements for IT security. They must also give Ajax the opportunity to continuously check these security measures and once a year, by themselves, provide the documentation for this, as per the agreement between Ajax and the supplier. 

Inspections: 
There must be an agreement in place and, if necessary, also a data processing agreement, that meets the requirements of the Danish Data Protection Act. An annual inspection checks that the suppliers live up to the agreements.

Before signing the agreement, Ajax must have assessed whether there are any special risks that the agreement needs to take into account. Should staff from, e.g., the cleaning company personally sign a confidentiality statement and/or are they required to present a certificate of criminal record?
Employee security and awareness
When advertising vacancies/jobs, the day-to-day/individual manager must assess whether special security requirements are needed, including whether, for example, it is necessary to ask to see a certificate of criminal record/child protection certificate (DSB check). 
[Please note that the company is only entitled to see such certificates, but that they may not be kept by the company.]

As part of the employment procedure, but at the latest on the first day of work, the new employee is informed about confidentiality and other security requirements.

Through awareness training, it is ensured that new employees and all users have the necessary IT skills, including those who do not have an IT education, as well as good security behaviour, e.g., with regard to information access. This also applies when an employee moves to a new role in the company. It is the day-to-day/individual manager’s responsibility to ensure that this takes place.

When an employee resigns, HR/the day-to-day manager/individual manager makes that person aware that the duty of confidentiality and that the confidentiality also applies after the end of employment. 
[It may be a good idea to have a simple form that the employee signs when handing over issued equipment.]
Security incidents and IT contingency
If an employee discovers threats to, or breaches of, information security, or suspects it, the person concerned must immediately inform IT/management/relevant person concerned about this
The person responsible for the day-to-day management of Ajax information security assesses the reported security incidents as soon as possible once these have been reported. An assessment is made whether these can wait for later processing, whether they must be dealt with here and now (possibly with the help of changes, additional awareness or contact with third parties) or whether they are so serious that they require activation of the Ajax IT contingency plan.
In the case of incidents involving personal data, Ajax procedures are activated for this (see ...).

When the incident has been processed, it is assessed whether the case can be closed or whether the risk assessment must be updated, which may require new security measures. 

The person responsible for the day-to-day management of information security reports on major security incidents for the management’s annual review.

[bookmark: _GoBack]If external parties are affected by security incidents at Ajax, the day-to-day management is responsible for any communication with affected parties. 
6
Classification: To be kept confidential between the parties

